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Top 10 takeaways from The Deeplake Summit 7/ THE RIS
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Inaugural summit on Al-driven impersonation fraud, synthetic identity, and the future of digital trust.

Practitioners, technologists, and policy experts reached a consistent conclusion: the fraud problem has entered the Al era while most institutional defenses remain anchored in obsolete threat

models. Al-enabled impersonation is not an emerging risk to monitor — it is the dominant operating condition. What follows are the summit's ten most consequential insights.

Category: e Scale of the threat a» Defense & strategy e Agentic Al & the road ahead

KEY TAKEAWAYS

Deepfake-associated fraud has already reached r Most institutions cannot see the threat in their rp Synthetic identities are already inside — the
()1 industrial scale ()Z own data ()5 question is how many
Digital manipulation now drives ~70% of fraud transactions, Measurement blindness — the inability to identify Conservative estimates suggest 15-20% of some
up from 20% in 2023. Yet even expert practitioners cannot deepfake fraud in existing data — is the primary barrier portfolios may contain dormant synthetic identities.
visually distinguish Al-generated identities from real ones. to investment and remediation. Organizations cannot Clean transaction histories, strong credit profiles, no
Measurement blindness — not lack of tools — is the primary justify solving a problem they cannot demonstrate behavioral anomalies — invisible by design. The
barrier to investment. exists. Breaking this cycle requires dedicated question is no longer enrollment prevention but finding
measurement before anything else. those already inside.
20% - 40% - 70% (2023-2025) Fix measurement first 15-20% of some portfolios already affected
One-and-done eKYC is a structural error, not a » Injection attacks are the most underdefended ~ The coordination gap is wider than the technology
04 calibration problem O\) vulnerability Ob gap
Single-point verification at onboarding is structurally Adversarial content inserted directly into verification The tools to fight deepfake fraud exist — biometrics,
inadequate against synthetic identity fraud. Continuous pipelines — bypassing cameras entirely — is behavioral analytics, verifiable credentials, device
monitoring — behavioral biometrics, transaction systematically underaddressed. Industry investment intelligence. What's missing: cross-institutional
analysis, device signals, periodic re-verification — must concentrates on presentation attacks; injection has not intelligence sharing, standardized risk signal
accompany every identity interaction across the full received proportionate attention. Defense requires taxonomies, cross-functional alignment, and Al
account lifecycle. secured mobile devices, jailbreak detection, camera- governance frameworks. Technology without
IMEI verification, and motion analysis. coordination produces better-equipped silos, not
resilience.

Who's acting now, not who enrolled
Most institutions lack injection controls

$600B fraud-as-a-service industry

Agentic Al has no adequate governance framework Fraud resilience is distributed unequally — and Fraud signals are reactive. Authenticity signals are
07 — and it's being exploited now 08 that's everyone's problem 09 proactive. Choose offense.

More than 50% of online activity is already non-human. Large institutions can deploy advanced fraud Cryptographically verifiable credentials — mDLs, digital

Agentic Al is already performing financial tasks. No detection. Community banks, credit unions, and passports, verifiable credentials — are the strongest

adequate framework exists for verifying agent smaller fintechs cannot. This equity gap is a systemic available proof of identity. Deepfakes cannot yet spoof

authorization, scoping permissions, or establishing risk: fraud actors exploit the weakest points in the them. The industry must shift from detecting fraud

liability when agent actions cause harm. Fraudsters ecosystem. The entire ecosystem is only as resilient as after it occurs to verifying identity before action is

exploit this gap while responsible actors debate how its least-protected participant. taken.

to close it.

Deepfakes can't spoof cryptographic credentials —
Weakest link = whole ecosystem's exposure yet

54% of online traffic is already non-human

Resilient trust is trench warfare — continuous, evolving, never finished

1() New solutions stay ahead of attackers for roughly four months before being broken. Regulatory mandate — not voluntary adoption — is the only Identity safety is a universal standard
mechanism that moves at threat speed. Build systems safe enough for children to operate confidently; they will be resilient enough for everyone.

CORE THESIS THE SUMMIT CONSENSUS
Identity is critical infrastructure — treat it accordingly We don't have a technology problem. We have a coordination

Identiy infrastructure built on numbers, passwords, and tokens was never designed to pI'Oblem.

verify individual human beings or protect PIl. Privacy and security are two sides of the
The tools to fight deepfake fraud are available, maturing, and were represented in the room.

Cross-institutional intelligence sharing, internal cross-functional alignment, standardized risk
signal taxonomies, and Al governance frameworks are not. Solving coordination unlocks the full
value of the technology that already exists.

same coin. The Resilient Trust™ framework: organizations that demonstrably protect their
users' identity occupy a differentiated, defensible competitive position.
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